
CITY OF CARSON City Council Reso. No: 06444
Class Specification Bargaining Unit: Prof, Assn.

FLSA: Exempt

NETWORK ADMINISTRATOR

Job Summary:
Under general supervision from the Information Technology Manager, provides support to city
staff and works with vendors to implement, maintain, repair—and support eleseseffipulef,
telecommunication, N-Local Area Network and Wide Area Network4wAN) equipment.

Essential Duties and Resnonsibilities:
(These functions are representative and may not be present in all positions in the class.
Management reserves the right to add, modify, change or rescind related duties and work
assignments.)

3,—Evaluates, pcecures-installs, supports, and maintains data-netwe*ethe City of Carson’s Wide
Area Network, Local Area Networks, and telecommunications systems;

LSuppe6e4oe&-ae#widc grog data and-eiee4efesemmunieatiens-netwe#cs which include (but
not limited to): Routers, Switches. Firewalls. Proxies. Web Filters. StEM, Load Balancers. Cellular
Boosters. WIFI, PBX. etc.

Evaluates, tests, installs, and implements new equipment, hardware and software technologies.
Confers with departments, determines requirements, develops specifications and request for

proposals, evaluates proposals, selects new products and manages project implementation
resources and schedules,

&4Trains technical staff and users of equipment and software.
Provides support for communications problems and interacts with vendors to resolve problems

and re-establish service, (Ti’s, MPLS. WIFI, fiber circuits, etc.).
Designs and coordinates the installation of data/voice telecommunications cabling4or-the-Gi4y.

&,—Administers central telephone switches, key systems, voice and data circuits and telecom
se rvicesrceil ular-phones-and -pager-resources

Q L (voicemail). Performs telephone adds, moves and changes te-NorleW’-hene-Switch-fec-City
HaIt,-Cerpecate4acd-an4Onee-Gi’ie-P4azaat all City of Carson sites,

10. Prpvidcc comm’Jnicationc eouhor.c to depanmants-ta-aeeemme4alo thoir bucinooc nce4&
13-,-Mrr4eietecs4efeeemmup4eatiene-an4 Manages network devees4nelwdng-bu-neN4m#ed-te-

lntmcion Provontionc
S’,’t-mc.

4.’ Manages-Seeur#ysecurity services such as: YELSIEM, IDS/IPS, SPAM-preteetiew
fSendie)WebSense, Firewall, etc.

• Responsible for documenting, organizing, and maintaining Netwecknetwork P Schcmaschema
for City.

i4-Administers and manages internal and external DNS
4&1 Admiaieters and manages-DHCP.
46,-Administers and supports V4rtuai-See+-F-ecm-kVWWace)
1.7,-Administers-and-support&VUtual-P4vate-Netwoclc-4MPN)-aeees&
4-Administera-and-supperts-WIF-4-netwerks-
4Admheter—and-suppe#Websense-Web-Genlent4ittecmg-seNe&
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2;1l Administer an sippe%--exterea[-eemputef-netwefk-habsnetworking component for the
City’s internal labs (Senior Lab at Community Center, Carson Park’s computer lab and ONE
STOP-Job Clearing House:L

2.1-Pe4erms-cetated-duties-as-required
- -

22.
2312. Responsibte for alt internal network data cable installation at the City.

13. ReIns administers and supports Virtual Server Farm (VMWare) and AD.
14. Performs related duties as required.

Qualification Guidelines:
A typical way to obtain the requisite qualifications to perform the duties of this class is as
follows:

Education and/or Experience:
Bachelor’s degree in computer science, management information systems, telecommunications
management or related field and fivethree—(35) years full-time paid experience in the design,
repair, and maintenance of telecommunications, operating systems and computer systems.
Experience and/or education in a related field may be substituted on a year for year basis.

Knowledge of:
Design, installation, configuration, operation and maintenance of data
and telecommunications networks including equipment and seftwaceservices such as. Cisco
switches, routers, hubs, bridges, firewalls, virtual private networks and gateways.

• Telecommunications systems and services including Avaya telephone switches;
veicemailvoicemail systems; cabling systems; voice, data and video circuits; and equipment
and services from telecommunications providers.

.—Network system and se’iees4neIuding switches eutec&rhubs-bMesj-ficewaflsi-vi4uaI-
p*ivate networks and-gateways,

• Networkdata services and protocols including jbut not limited to-T4-4and-Ta4GireuitL,JL
MPLS. BGP, OSPF. EGAP, etc.

—New-eempeieri
• Basic electronics required

RS232, installing and i-teiewtnn’usi’uui I JIIU U.IId IL,L..b,

upgrades and memorv in devices, pods, etc.
•Operation of a variety of computers and related equipment (Windows Servers, Windows 10,

AD, etc.)
• Knowledge of various network tools and sniffers (Puddy, Wireshark, etc.)
• WIFI knowledge of WAP’s. Controllers, heat maps, channels, frequencies, etc.
• General record keeping practices.
• Basic purchasing practices and contract administration.
- Coct analysts
—Tcaining-p4nciples7

• Effective methods of report presentation.
• Office practices and procedures.

s-PeseafehaPshoal-ae4enalytieei-metheds
• City organization, operations, policies and objectives.
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Skill and/pr Ability to;
• Evaluate telecommunication and computer hardware and software and make appropriate

recommendations for purchase of equipment.
• Diagnose, troubleshoot and solve complex network and telecommunications equipment and

software problems and repairs.
• Support complex telecommunications systems and services including telephone switches;

voicemail systems; cabling systems; voice, data and video circuits, and equipment and
services from telecommunication providers.

• Support complex systems and services including switches, routers, hubs, bridges, firewalls,
virtual private networks and gateways.

• Provide effective customer service.
• Operate a variety of computers and peripheral equipment.
• Maintain accurate records and prepare ctear and concise reports.
• Establish and maintain effective working relationships with others.
• Understand and carry out complex oral and written instructions.
• Maintain confidentiality.
• Identify and analyze problems and take effective corrective action.
• Compile, analyze and evaluate data.
• Effectively communicate orally and in writing.
• Establish and maintain effective working relationships with others.

License:
Possession of a valid California Class C drivers license. Employees in this classification will be
enrolled in the Department of Motor Vehicles (DMV) Government Employer PutI Notice Program
which confirms possession of a valid driver’s license and reflects driving record,

Physical Requirements and Working Conditions;
Employee accommodations for physical or mental disabilities will be considered on a case-by-
case basis. Positions in this class normally;

• Require vision (which may be corrected) to read small print.
• Require the mobility to stand, stoop, crouch, kneel, reach and bend.
• Require the mobility of arms to reach and dexterity of hands to grasp and manipulate small

objects.
• Require the ability to stand for long periods.
• Perform work which involves the occasional lifting, pushing and/or pulling of objects which

may weigh approximately 50 pounds and may occasionalty weigh up to 100 pounds.
• May be required to work around electrical current and moving mechanical parts.
• Is subject to inside environment conditions.
• Required to work at a computer terminal for prolonged periods.
• May be required to attend periodic evening meetings and/or to travel within and out of city

boundaries to attend meetings.
• May be required to drive city and/or personal vehicle in the scope of employment.
• May be required to work evenings and/or weekends.


